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(*) each data of population is referred from Ministry of Foreign Affairs of Japan
https://www.mofa.go.jp/mofaj/area

https://www.mofa.go.jp/mofaj/area/taiwan/data.html


HISTORY OF LINE



Life on LINELife on LINE



LINE

Service with
Safety

Enjoy with
Trust

Users

“We shouldn’t ask our customers to make a tradeoff between 
privacy and security. We need to offer them the best of both.” 

- Tim Cook, Apple



3 viewpoints;

Technology

Process

Culture

LINE’s 10-year’s key challenges by



Technology
� Pursue the value of technology, understand fragility, and eliminate threats �



1. LINE Account Security
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1. LINE Account Security

Desktop AppMobile App
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LINE Account Model LINE Account Takeover History
Year Login with another device Attack Methods

2011~2014 email + pw + SMS PW list + New phone number

https://www.itmedia.co.jp/mobile/articles/1406/12/news081.html https://www.huffingtonpost.jp/2014/06/23/line-hacking_n_5524153.html
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1. LINE Account Security
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LINE Account Model LINE Account Takeover History
Year Login with another device Attack Methods

2011~2014 email + pw + SMS PW list + New phone number

2014 + 4-digit PIN

(*) above screen was available only during 2014-2016, and deprecated now
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1. LINE Account Security

Desktop AppMobile App
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LINE Account Model LINE Account Takeover History
Year Login with another device Attack Methods

2011~2014 email + pw + SMS PW list + New phone number

2014 + 4-digit PIN PW list + Guessed PIN
+ New phone number

PW = “abcd0515”
PIN = 0515

email = tim6342@xxxx.com
PIN = 6342

Easily Taken Over Email, PW, PIN



1. LINE Account Security

Desktop AppMobile App
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LINE Account Model LINE Account Takeover History
Year Login with another device Attack Methods

2011~2014 email + pw + SMS PW list + New phone number

2014 + 4-digit PIN PW list + Guessed PIN
+ New phone number

2016 New Migration Rule

Setting > Account migration > “ON” (available for 36 hours)

“LINE checks if the user has the previous device / previous phone number 
when migrating to new device with new phone number”
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“LINE checks if the user has the previous device, 
or the previous phone number when migrating with new phone number”

1. LINE Account Security

Desktop AppMobile App
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LINE Account Model LINE Account Takeover History
Year Login with another device Attack Methods

2011~2014 email + pw + SMS PW list + New phone number

2014 + 4-digit PIN PW list + Guessed PIN
+ New phone number

2016 New Migration Rule Social Engineering

Normal user (Taken Over) Friend

Help me
What’s up?

Your Phone?
090-1234-..

PIN code in
SMS ?

7158

Taken Over 
Browser
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1. LINE Account Security

Desktop AppMobile App

0..*
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*Password
Email

Facebook
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LINE Account Model LINE Account Takeover History
Year Login with another device Attack Methods

2011~2014 email + pw + SMS PW list + New phone number

2014 Introduced 4-digit PIN PW list + Guessed PIN
+ New phone number

2016 New Migration Rule Social Engineering
~ … + Data Analysis / ML

Real Abusers’ datavictims

REPORT DEVELOP MODEL

DETECT
& BLOCK

(!) Monitor/Analyze Only Operations in migration flow
(Communication context is out scope of monitoring)
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1. LINE Account Security

Desktop AppMobile App

0..*

*Phone
*Password
Email

Facebook
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LINE Account Model LINE Account Takeover History
Year Login with another device Attack Methods

2011~2014 email + pw + SMS PW list + New phone number

2014 Introduced 4-digit PIN PW list + Guessed PIN
+ New phone number

2016 New Migration Rule Social Engineering
+ Data Analysis / ML

Sep. 2019

Browser
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Typical Account Model in Web
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4. FIDO for LINE2. FIDO x LINE

What’s FIDO?



4. FIDO for LINE2. FIDO x LINE

as a Board memberX2017

2018

X2019

App launching Payment

2020
JAPAN

“Passwordless” LINE

2021 Open Sourced
https://github.com/line/line-fido2-server

https://github.com/line/line-fido2-server


2. FIDO x LINE
“Passwordless” LINE1st Time Login

After 2nd Time Login



LINE
FIDO Server

LINE App

Login

LINE
Auth Server

Secondary
LINE App

2. FIDO x LINE

Authentication

Registration
(1st time login)

Success

Request FIDO auth
Request FIDO authentication

Request 
Passwordless Login

Success
Response FIDO authentication

Request FIDO registration

Response FIDO registration

“Passwordless” LINE

Request FIDO reg

LINE Desktop App

LINE Smartphone App

Generate
keypairs,
signature, 
.. 

Generate
signature



- How and where to manage ( generate, store, make signature, get) for Public Key Pairs for FIDO?
- How wide OS version do we support ?
- How do we realize FIDO policy flexibly ?   e.g. only allows biometric

2. FIDO x LINE
“Passwordless” LINE

Issues

LTSM (LINE Trusted Security Module)



Implementation
2. FIDO x LINE

LTSM Core
(C++)

FIDO client API
(Java, Objective C)

RP App (Java, Objective C)

• FIDO registration
• FIDO authentication
• FIDO de-registration

• Key Pair Generation
• Encrypt / Decrypt
• Hash

Attestation Key Management

Android KeyStore
(TEE)

iOS Key Chain
(Secure Enclave)

White-box
Encryption

Authenticator / User Key Management

Face ID /
Touch ID

Keyguard
Manager

androidX.
Biometric

• Make Signature
• Verify Signature
• Get Public key

Platform

Support: iOS, Android, Mac OS app

• FIDO Core features
encoding, decoding,
data format, attestation key 
format, ..

FIDO-enabled App Architecture



- How and where to manage ( generate, store, make signature, get) for Public Key Pairs for FIDO?
- How wide OS version do we support ?
- How do we realize FIDO policy flexibly ?   e.g. only allows biometric

2. FIDO x LINE
“Passwordless” LINE

Issues

- adopt White Box Encryption
- support wide coverage of both iOS / Android version
- abstraction of difference of platform features (API in each OS, Authenticator, Secure 
Storage)

Approaches

LTSM (LINE Trusted Security Module)



3. “Letter Sealing” (End-To-End Encryption)

TLS1.3TLS1.3 LINE’s
Servers

“Letter Sealing”

• Any LINE App must support Letter Sealing.
(iOS, Android as primary device, Mac, Win, Chrome as secondary device)

• Any secret keys are handled only in LINE App.
• LINE’s server is only responsible for;

• key exchanges gateway
• management of each user's ECDH public key
• sending and receiving E2E encrypted messages

Basic Concept



3. “Letter Sealing” (End-To-End Encryption)

ECDH key pair a

Key Sharing in 1:1 talk room

Messaging in 1:1 talk room

Shared Secret (a&b) 
= ECDH25519 (ECDH_private_a , ECDH_public_b ) 
= ECDH25519 (ECDH_private_b , ECDH_public_a ) 

AES_KEY= SHA256( Shared Secret (a&b) || salt || "Key" )

nonce[12] = per_chatcounter[8] || randomsecure(4)

AAD = receipient ID || sender ID || sender key ID || recipient key ID || version || content type

(c,tag) = AESGCM(AES_KEY, nonce, plain message, AAD)

ECDH key pair b

Encrypted
Message

c
version

Content
type salt

Data for 
Authentication

tag

nonce sender key ID receiver key ID

send from a to b
Plain message 
= AESGCM(AES_KEY, nonce, encrypted_message c, AAD)

AES_KEY= SHA256(Shared Secret (a&b) || salt || "Key" )

Data for E2E encrypted message

…

…

Shared Secret (a&b) Shared Secret (a&b)



3. “Letter Sealing” (End-To-End Encryption)

Desktop AppMobile App

0..*1

LINE Account Model

send message
with “Letter Sealing”

s%pG$yk8R…

Synchronize Keys

s%pG$yk8R…
s%pG$yk8R…
s%pG$yk8R…

s%pG$yk8R…
s%pG$yk8R…
s%pG$yk8R…

s%pG$yk8R…
s%pG$yk8R…
s%pG$yk8R…



3. “Letter Sealing” (End-To-End Encryption)

Generate ECDHkey Pair_d, 6 digit PIN in LINE Desktop App

E1 = AES_ECB_Encrypt( SHA256(6 digit_PIN), ECDH_public_key d )

6 digit 
PIN6 digit PINSee and Input

E1 

ECDHkey Pair_A

Shared Secret (a&d) 
= ECDH25519 (ECDH_private_key_A , ECDH_public_key_d ) 
= ECDH25519 (ECDH_private_key_d , ECDH_public_key_A ) 

ECDH_public_key_d = AES_ECB_Decrypt( SHA256(6digit_PIN), E1)

ECDH Secret Key_A

Shared Secret (A&d) Shared Secret (A&d)

AESKEY

Transfer with E2EE
ECDH Secret Key_A
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Encryption

Desktop LINE App Login



4. On-going Challenges



Process
“Security is not a product, but a process.” 

— Bruce Schneier”



Plan Develop QA Release

Security & Privacy DLC

PIA Security
Consulting

Risk
Assessment

Automated 
Security Test

Security
Development

Self Patrol
Inspection

Bug Bounty
Program

Vulnerability
Filtering

Incident
Response 

Spam/Abuse
Eviction

Reporting

Awareness



5. PIA (Privacy Impact Assessment)

Collect

Use

Store

Provide

Transfer

Delete

Respect for rights

�� 	�2�1���,���������.

�� 	�2�1���,��������	�������	.
�,�.���
������
�1�����(,�2�����)�,��,��� 

 � �		��
��3�	�����������������

1.In what country/countries/regions is the service offered?

2.Who is the service provider�
3.What information does this service collect?

4.What is the purpose of using the collected information?

5.Where do you store it? How long will it be stored?

6.Do you entrust the handling of personal information to any third 
parties?

7.Do you provide personal information to third parties?

8.When will this service be released?

9.On which platform does this service work?

10.Which company is the main developer?

11.Who is responsible for customer service?

12.Does this service provide back office/CMS/management tools?

Check List

(1)WHAT KIND OF DATA AND WHY?

(2)WHO AND HOW TO CONTROL ?

(3)ENVIRONMENT TO CONTROL DATA ?



6. Automated Security Test



7. Bug Bounty Program

https://hackerone.com/line/thanks?type=team



7. Bug Bounty Program

https://hackerone.com/line/thanks?type=team

Amount of Bounty

Valid Reports

Type of 
Vulnerability



8. Awareness

https://www.cyber-bousai.jp/

“Cyber Bousai��������”
Awareness Campaign for Cyber Security Risk, since 2017~



8. Awareness

https://guide.line.me/ja/line-privacy-day/2021.html

“LINE Privacy Day”
Awareness Campaign for User’s Privacy

© studio U.G. - Yuji Nishimura



8. Awareness



9. Reporting
Transparency Report

https://linecorp.com/en/security/transparency/



9. Reporting
Encryption Report

https://linecorp.com/en/security/encryption/2020h1



Culture
“As cybersecurity leaders, we have to create our message of influence because security is a culture” 

— Britney Hommertzheim



10. Security Skill Development



11. Interaction

HP: https://becks.io

BECKS Japan: https://becks.doorkeeper.jp

Twitter (JP): @becks_io

BECKS Taiwan: https://becks.kktix.cc/



11. Interaction

HP: https://becks.io

BECKS Japan: https://becks.doorkeeper.jp

Twitter (JP): @becks_io

BECKS Taiwan: https://becks.kktix.cc/



11. Interaction

2019, Tokyo

2017, San Francisco

2019, Paris

2018, Rome



Summary



LINE’s Key Challenges by;

Summary

Technology

Process

Culture

LINE Account Security, FIDO x LINE, Letter Sealing, on-going challenges

PIA, Automated Security Test, Bug Bounty Program, Awareness, Report

Security Skill Development, Interaction

LINE

Service with
Safety

Enjoy with
Trust

Users


